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Abstract: Peer-to-peer (P2P) networks aggregate enormous storage and processing resources while mini-

mizing entry and scaling costs. Gnutella-like P2P networks are complex heterogeneous networks, in which 

the underlying overlay topology has a power-law node degree distribution. While scale-free networks have 

great robustness against random failures, they are vulnerable to deliberate attacks where highly connected 

nodes are eliminated. Since high degree nodes play an important role in maintaining the connectivity, this 

paper presents an algorithm based on random walks to locate high degree nodes in P2P networks. Simula-

tions demonstrate that the algorithm performs well in various scenarios and that heterogeneous P2P net-

works are very sensitive to deliberate attacks. 
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Introduction 

Large, complex networks are an essential part of the 
modern world. A complex network consists of a set of 
nodes and a set of edges (directed or undirected) con-
necting the nodes. Complex networks can be divided 
into two major classes based on their connectivity dis-
tribution kp [1], which gives the probability that a ran-
domly chosen node in the network is connected to k  
other nodes. The first class of networks has a homoge-
neous structure, in which each node has approximately 
the same number of links. However, many networks, 
such as the World Wide Web (WWW)[2], the Internet, 
and other large networks[3], belong to the second class 

of heterogeneous networks. One important class of the 
heterogeneous networks is the scale-free (SF) networks 
characterized by power-law degree connectivity dis-
tributions[2]. The connectivity distribution follows 

kp k γ−∼ , where γ  is the power-law exponent.  
In recent years, peer-to-peer (P2P) systems have 

emerged as a significant social and technological phe-
nomenon. This new breed of distributed systems cre-
ates application-level virtual networks that aggregate 
enormous storage and processing resources while 
minimizing entry and scaling costs[4]. As most P2P 
applications operate on unstructured overlay networks, 
which exhibit self-organized characteristics, the   
topology of these overlay networks significantly im-
pacts the application’s properties. Recent measure-
ments of Gnutella and simulated FREENET networks, 
both very popular P2P file-sharing systems, show   
that the underlying overlay topology has a power-law 
node degree distribution[5]. The node degrees exhibit a 
high variance, with a few nodes having very high   
degrees while many others have very low degrees. This 
study indicates that Gnutella-like P2P file-sharing 
networks belong to the class of heterogeneous complex 
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networks. 
Due to the network’s ad hoc nature, file locating 

becomes one of the most challenging issues in these 
P2P file-sharing systems. Random walk-based search 
strategies have been proposed to tackle the scalability 
problem[6], in which a query message referred to as a 
walker is forwarded to a randomly chosen neighbor 
until the search succeeds or the time to live (TTL) 
reaches 0. In homogeneous networks, random walks 
achieve load balancing, while in heterogeneous to-
pologies with power-law degree connectivity distribu-
tions, walkers naturally gravitate towards the high de-
gree nodes[5].  

This paper describes a random walk-based search 
algorithm for high degree node localization. Such 
highly connected nodes play an important role in SF 
networks with the total system dependability highly 
dependent on these nodes. Simulations are used to in-
vestigate the performance of the localization algorithm 
and how the network connectivity varies when the 
highly connected nodes are removed. 

1  Random Walks in Heterogeneous 
Networks 

Several related works have focused on the properties 
of random walks in hierarchical networks to show that 
the high degree nodes will be encountered more often 
by the walker. 

Since the random walk is a fundamental stochastic 
process, Noh and Rieger[7] mapped the random walk 
onto a dynamic Ising spin chain system to investigate 
the characteristic relaxation time in heterogeneous 
networks. Noh and Rieger[8] focused on the mean first 
passage time (MFPT) of the random walk between two 
arbitrary nodes.  

Consider a finite undirected network with N  nodes. 
The connectivity of the network is represented by the 
adjacency matrix A  whose elements 1 or 0ijA =  

depending on whether there is a link between nodes i  
and j . Since the network is undirected, ij jiA A= . 

The degree of each node i  is then denoted by 

i ijj
d A=∑ . 

Suppose that the walker starts at node i  at time 
0t = . In discrete time, the stochastic process of the 

random walk is described by the master equation, 

   ( 1) ( )kj
ij ik

k k
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where ( )ijP t  denotes the probability of finding the 
walker at node j  at time t . 

If the network contains an odd number of loops, the 
infinite time limit of the probability converges to the 
stationary distribution lim ( )j ijt

P P t∞

→∞
=  given by 
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with ii
D d=∑ [8]. The stationary distribution is equal 

to the node’s normalized degree. Thus, those nodes 
with a very high degree will be visited by a random 
walker more often. In finite networks, the MFPT of the 
random walker between two nodes is 
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= −∑ . The average recur-

rence time iiT〈 〉 is determined only by the total num-
ber of links and the degrees of the nodes. In a hetero-
geneous network with power-law degree distribution 

kp k γ−∼ , the MFPT will be much smaller for the high 
degree nodes than that for the low ones. 

The random walk centrality (RWC)[8] is a measure 
of the effectiveness of communication between nodes. 
The definition of the RWC for node i  is 

  i
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where iτ  is the relaxation time of node i , (0)
i iiRτ = . 

Since the relaxation time, iτ , is presumed to have 
weak node dependence, the RWC of node i  explic-
itly depends on the node degree. Thus, for random 
walks in heterogeneous networks, nodes with larger 
RWC will typically be visited earlier by the random 
walkers than nodes with smaller RWC by the random 
walkers. 

2  High Degree Node Detection in 
P2P Networks 

With the power-law nature of the node degree distribu-
tion, a very small percentage of peers have a very high 
degree and the total system dependability relies greatly 
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on the operation of such peers[4]. These peers can be 
located by a random walk-based search algorithm for 
high node degree localization.  

In a general random walk search in P2P networks, 
each query message contains a descriptor header. The 
intermediate node, upon receiving the walker, discards 
the message if its descriptor ID is the same as the one 
it has received before. The unique descriptor ID avoids 
routing loops, which reduces the search bandwidth. 
While the routing loops are avoided in the search algo-
rithms, they are fully utilized in the algorithm for high 
degree node localization.  

A power-law graph with exponential cutoff is gen-
erated using the algorithm given by Newman et al.[9] 
The default graph has 10 000N =  nodes, with the 

degree distribution 
/
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=∑  is the n-th polylogarithm of x , γ  is the 

power-law exponent, and κ  is the cutoff. Each peer 
initiates a random walker to locate the high degree 
nodes. When the TTL reaches 0, the walker sends back 
the list of peers encountered along the reverse path. 
The initiating nodes choose the k  nodes appearing 
most frequently in the list as the high degree node can-
didates, thus forming an N k×  matrix.  

Figure 1 shows the average rate of the three highest 
degree nodes appearing in the matrix. As expected, the 
nodes with larger degrees are visited more often by a 
random walker. Thus, these nodes have a high prob-
ability of being listed. The order of the node appear-
ance rate is the same as the order of the node degree. 
Also, as the TTL increases, the random walk process 
converges gradually to a stationary distribution. Thus,  

 
Fig. 1  Appearance rate of the highest degree nodes 

(γ = 2.041 289, κ = 1000, N = 10 000, k = 3) 

the highly connected nodes will be visited more often 
by a walker, resulting in steady growth of the appear-
ance rates for the highest degree nodes. 

Since the scale of P2P networks can be quite large 
and may cover a wide geographical area, it is more 
realistic to label and control a small number of the 
nodes belonging to the P2P network. Suppose that we 
have a small number of the total nodes under control. 
The problem is then to locate the most highly con-
nected nodes in this small part of the already known 
nodes. 

The algorithm developed for high degree node de-
tection is quite straight forward with two steps. S  is a 
subset of the peers in the already known P2P system. 
The first step is the same with each node, i , in S  
initiating a random walker with a large TTL. Since the 
subset S  contains sN  nodes, each node chooses the 
k  nodes appearing most frequently in the list to form 
an sN k×  matrix. The second step is more collabora-
tive with all the nodes in S  gathering the lists to one 
head node, which can be selected randomly. The head 
node then chooses and locates those k  peers which 
appear most often in the matrix. Therefore, if sN  is 
small, the overhead would be reduced, as the algorithm 
would generate TTLsN ×  messages.  

Figure 2 shows how well the three nodes chosen af-
ter two rounds of filtration match the three largest de-
gree nodes in the network. The metric is the absolute 
detection rate, i.e., the rate that the k  nodes chosen 
based on the random walks exactly match the k  
largest degree nodes. Since the TTL and the ratio of 
the participating nodes become larger, the detection 
rate increases. The algorithm achieves detection rates  

 
Fig. 2  Absolute detection rate for different node ratios 

(γ = 2.041 289, κ = 1000, N = 10 000, k = 3) 
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greater than 80% even if 2% of the total nodes initiate 
a random walk with TTL larger than 20. 

Since the difference in the degree number between 
rank k  and rank 1k +  nodes decreases with in-
creasing k , it gets more difficult to distinguish the two 
nodes based on random walks. Also, as k  increases, 
the differences in the roles played by the two nodes in 
the network become less significant. Define a parame-
ter η , called the weighted detection rate, as a new 
performance metric, where η  is the weighted average 
success rate ranked by the node degree. 
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where γ  is the power-law exponent and iR  denotes 
the success rate in locating the i-th largest degree node. 
The power-law exponent γ  determines the role dif-
ference that the nodes play in scale-free networks, 
which affects the weighted detection rate.    

Figure 3 shows the performance of the largest de-
gree node localization based on this metric. The 
weighted detection rate is much larger than the abso-
lute detection rate shown in Fig. 2. With the limited 
number of nodes in the network, the degree of the third 
most connected node is close to that of the less con-
nected ones. Random walks can easily distinguish the 
top two nodes, but sometimes have difficulty in locat-
ing the third highest when only a small fraction of the 
total nodes is used. 

 
Fig. 3  Weighted detection rate for different node ratios 

(γ = 2.041 289, κ = 1000, N = 10 000, k = 3) 

High degree nodes play an important role in main-
taining network connectivity. Albert et al.[1] illustrate 
that though scale-free networks display a surprisingly 
high degree of tolerance against random failures, they 
are extremely vulnerable to attacks. A deliberate attack 

will not randomly eliminate nodes, but will preferen-
tially target the most connected node in the SF    
networks. 

The damage caused by the attack/removal of the 
high degree nodes can be quantified in terms of the 
relative size, G, of the largest connected component. 

NG
N
′

=                  (6) 

where N  and N ′  are the numbers of nodes in the 
largest connected component before and after the re-
moval of the highest degree nodes. 

Figure 4 shows the network fragmentation under a 
malicious deliberate attack. After the removal of the 
three most connected nodes, the largest connected 
component in the topology consists of only 86.54% of 
the remaining nodes. As the number of the most con-
nected nodes being removed increases, the overlay will 
be shattered into a large number of disconnected com-
ponents. For example, the relative size of the largest 
connected component drops below 75% when only 
0.1% of the nodes (the most connected ones) are re-
moved from the network. 

 
Fig. 4  Relative size of the largest connected component 

(γ = 2.041 289, κ = 1000, N = 10 000) 

The random walk algorithm may be utilized by ma-
licious attackers to locate the high degree nodes and 
reduce the system failure tolerance. As a precautionary 
measure, the status of these highly connected nodes 
should be periodically examined. 

3  P2P Botnets 

Recently, Botnets have been identified as one of the 
biggest threats to the security of the Internet[10]. A 
Botnet is a collection of a large number of bots, which 
are programs automatically performing user-centric 
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tasks without any interaction from a user[11]. The tradi-
tional hierarchical architectures with a centralized 
command and control (C&C) master are susceptible to 
attack; therefore, more resilient C&C architectures 
have to be developed. For example, P2P-based Botnets 
are becoming increasing popular and may become 
more widespread than traditional architectures[11]. The 
P2P’s decentralized feature will avoid single point 
failures, which makes the Botnet a much greater threat. 
Phatbot[12] infected hosts by utilizing Gnutella cache 
servers to find other peers. A highly-connected node 
localization algorithm based on random walks can then 
be implemented together with other metrics[13] to de-
tect P2P Botnets. 

4  Conclusions 

A localization algorithm was developed to find high 
degree nodes in P2P networks based on random walk 
searches. Simulations verify that nodes with very high 
connectivity degrees will be visited more often by a 
random walker. The simulations also show that the 
power-law degree distribution is not so resilient to at-
tacks as previously thought. Although SF networks 
display a high degree of tolerance against random fail-
ures, they are much more vulnerable to deliberate at-
tacks which target the easily identified highly con-
nected nodes. Thus, the heterogeneous connectivity 
distribution feature of P2P overlays is vulnerable to 
deliberate attacks and new overlay topologies should 
be developed. 
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